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Communication apparatus e.g. facsimile machine for transmitting electronic mail - 
has transmission controller that changes transmission procedure when information 
in electronic mail has virus which is detected by detector 
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...has transmission controller that changes transmission procedure when 
information in electronic mail has virus which is detected by detector Alerting 
Abstract ...NOVELTY - A transmission controller changes the transmission procedure 
when the information in the electronic mail has a virus. A detector senses the existence 
of the virus in the electronic mail information. A facsimile transmitter sends out 
facsimile information. A converter changes the electronic mail information into 
facsimile information. An electronic mail transmitter sends out the electronic mail ... 
...ADVANTAGE - Prevents the spread of computer virus which may be included in the 
electronic mail to other machines since existence of the computer virus is detected. 
DESCRIPTION OF DRAWING(S) - The figure shows the block diagram of the 
communication... Title Terms .../Index Terms/Additional Words: VIRUS; Class Codes 
... Basic Derwent Week: 199938... 
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Method for detecting transmission of unwanted electronic-mail (e-mail) message 
comprising e.g. virus, involves determining whether hash values of present e-mail 
messages correspond to hash values of prior e-mail messages 
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Method for detecting transmission of unwanted electronic-mail (e-mail) message 
comprising e.g. virus, involves determining whether hash values of present e-mail 
messages correspond to hash values of prior e... Original TitlesrHASH-BASED 
SYSTEMS AND METHODS FOR DETECTING AND PREVENTING 
TRANSMISSION OF UNWANTED E-MAIL Alerting Abstract ...and hash values are 
generated based on the portions of the e-mail messages. The e-mail messages are 
checked by determining whether the generated hash values correspond to the hash 
values of the prior e-mail messages. The unwanted e- mail messages are determined 
when the generated hash values correspond to the hash values of the prior e-mail 
messages. USE - Method for detecting transmission of unwanted electronic-mail (e- 

mail) message comprising virus, worm and spam ADVANTAGE - The unwanted e- 

mail message comprising virus, worm and spam can be detected quickly and efficiently 

based on the hash values, and the DESCRIPTION OF DRAWINGS - The drawing 

shows a schematic view of system for detecting transmission of unwanted e-mail 

messages 100 System for detecting transmission of unwanted e -mail messages... 

Title Terms .../Index Terms/ Additional Words: VIRUS; Class Codes Original 
Publication Data by Authority ArgentinaPublication No. Original Abstracts: A system 
(120 ) detects transmission of potentially unwanted e-mail messages. The system (120 ) 
may receive e-mail messages and generate hash values based on... Claims: What is 
claimed is: 1 . A method for detecting transmission of potentially unwanted e-mail 
messages, comprising: receiving a plurality of e-mail messages; generating hash values, 
as generated hash values, based on one or more portions of the plurality of e-mail 
messages; determining whether the generated hash values match hash values associated 

with prior e-mail messages; and determining that one Basic Derwent Week: 

200934... 
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Hash-based system for detecting unwanted email containing e.g. virus , has mail 
server for identifying received e-mail as unwanted e-mail, when generated hash 
values are associated with received e-mail corresponding to observed e-mails 
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Hash-based system for detecting unwanted email containing e.g. virus , has mail 
server for identifying received e-mail as unwanted e-mail, when generated hash 
values are associated with received e-mail corresponding to observed e-mails 
Original Titles :HASH-BASED SYSTEMS AND METHODS FOR DETECTING 
AND PREVENTING TRANSMISSION OF UNWANTED E-MAIL Alerting Abstract 
...of the hash memories. Received e-mail message portions in the processor are hashed to 
generate multiple hash values. A received e- mail message is identified as an unwanted 
e- mail message, when the generated hash values are associated with the received e-mail 
message corresponding to the observed e-mails. USE - Hash-based system for detecting 



transmission of unwanted email containing e.g. worm or virus, and unsolicited 

commercial e-mail i.e. spam ADVANTAGE - The system effectively prevents the 

transmission of unwanted emails such as e-mails containing worms and viruses. The 
system performs packet-based implementation in a router or a network node device. 

The parsing and hashing of the message headers to reduce false alarm rate, and 

detects real viruses, worms and spam with increased accuracy... Title Terms .../Index 
Terms/Additional Words: VIRUS; Class Codes Original Publication Data by 
Authority ArgentinaPublication No. Original Abstracts: A system (120 ) detects 
transmission of potentially unwanted e-mail messages. The system (120 ) may receive 

e-mail messages and generate hash values based on Claimsrhash memories, receive 

an e-mail message, hash one or more portions of the received e-mail message to 
generate hash values, as generated hash values, determine whether the generated hash 

values match the hash values corresponding to previously-observed e-mails Basic 

Derwent Week: 200910... 
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Mail server for use in hash-based system for detecting transmission of e.g. 
unsolicited commercial electronic- mail, has hash processor for determining 
whether electronic- mail message is potentially unwanted electronic-mail message 
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Mail server for use in hash-based system for detecting transmission of e.g. 
unsolicited commercial electronic- mail, has hash processor for determining 
whether electronic-mail message is potentially unwanted electronic-mail message 
Original Titles:HASH-BASED SYSTEMS AND METHODS FOR DETECTING 
AND PREVENTING TRANSMISSION OF UNWANTED E-MAIL Alerting Abstract 
...e-mail message to generate the hash values, increment the count values corresponding 
to the generated hash values, and determine whether the e-mail message is a potentially 
unwanted e-mail message based on the incremented count values. USE - Mail server for 
use in hash-based system for detecting transmission of unwanted electronic-mail (e- 



mail) containing polymorphic worms and virus, and unsolicited commercial e-mails for 

a business community and private individuals prevents the transmission of unwanted 

electronic-mail (e-mail) such as e-mails containing polymorphic worms and virus, and 
unsolicited commercial e-mails in quick and efficient manner. The server enables the 
low... Original Publication Data by Authority ArgentinaPublication No. Original 
Abstracts: A system (120 ) detects transmission of potentially unwanted e-mail 
messages. The system (120 ) may receive e-mail messages and generate hash values 
based on Basic Derwent Week: 200910... 
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Electronic-mail screening system for protecting i.e. personal computer, has server 
with software instructions to screen messages for viruses and notify sender 
computer that messages are forwarded to recipient computer for fee 
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...for protecting i.e. personal computer, has server with software instructions to 
screen messages for viruses and notify sender computer that messages are 
forwarded to recipient computer for fee Alerting Abstract ... an electronic-mail 
screening server. The server includes software instructions to screen the messages for 
viruses and notify a sender computer that the messages are forwarded to the recipient 
computer for... DESCRIPTION - An INDEPENDENT CLAIM is also included for a 
method for detecting viruses in electronic mail and administrating electronic mail for a 
recipient USE - Used for screening an electronic-mail for presence of virus over a 



network e.g. Internet, local area network, and wide area network, for protecting by a 

user, and automatically re-routes the electronic-mail to an alternate server for virus 
screening without delay. The system limits an amount of unsolicited email received by 

the user revenue for delivery of unsolicited email with permission of the user, 

effectively reduces spread of viruses, and enhances an electronic mail environment over 
the network... Title Terms .../Index Terms/Additional Words: VIRUS; Class Codes 
Original Publication Data by Authority ArgentinaPublication No. Original AbstractsrA 
system and method for e-mail screening to prevent the spread of viruses and to 

compensate users for viewing unsolicited e-mails. Users have all incoming e-mails 

server of the present invention, the user designates a password to the screening site and 
inform email senders of the password. When email comes to the user, it is redirected to 

the server site. IF a password is it is sent directly back to the user. If there is no 

password present, the email is scanned and the sender is notified that, for a fee, the 
email can be forwarded to the user. If the sender pays the fee to the server... 
...Claims: screening server; and wherein the email screening server further comprises 
software instructions for screening the email for viruses and notifying the sender 
computer that the email will be forwarded to the recipient computer for a fee.Basic 
Derwent Week: 200802 
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User computer protecting method, involves inserting text message at beginning of 
subject header of cleaned e-mail message or appended at end of subject header of 
cleaned e-mail message 
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Alerting Abstract ...The method involves attempting to clean an infected incoming e- 
mail message if the scanning detects a virus in the incoming e-mail message to generate 
a cleaned e- mail message if the attempt to clean is successful. A text message is 
transmitted to the user computer if the scanning detects the virus in the incoming e-mail 

message. The text message is inserted at a beginning of ADVANTAGE - The 

method effectively prevents an outbreak of a virus while the e-mail message is in transit 

before the e-mail message reaches an a block representation depicting a system for a 

remote or network-based application service offering virus scanning of e-mail messages 
prior to the e-mail messages arriving at the destination... Original Publication Data by 
Authority ArgentinaPublication No. ...Original Abstractsrcorresponding to a user 
computer. Moreover, the incoming e-mail message is scanned for a virus to determine 
that the incoming e-mail message is clean if the scanning fails to detect a virus in the 
incoming e-mail message and to determine that the incoming e-mail message is infected 
in the scanning detects a virus in the incoming e-mail message. Still yet, the incoming e- 

mail message is transmitted An attempt is made to clean the infected incoming e- 

mail message if the scanning detects a virus in the incoming e-mail message to generate 
a cleaned e-mail message if the attempt to clean is successful. In use, a text message is 

transmitted Claimsrsender addresses corresponding to a user computer; scanning the 

incoming e-mail message for a virus to determine that the incoming e-mail message is 
clean if the scanning fails to detect a virus in the incoming e-mail message and to 
determine that the incoming e-mail message is infected if the scanning detects a virus in 
the incoming e-mail message;transmitting the incoming e-mail message from the 

remote e-mail server to the user computer over the network, if not blocked; 

andattempting to clean the infected incoming e-mail message if the scanning detects a 
virus in the incoming e-mail message to generate a cleaned e-mail message if the 
attempt to clean is successful;wherein a text message is transmitted to the user computer 
if the scanning detects the virus in the incoming e-mail message, indicating results of the 
scanning, the text message being Basic Derwent Week: 200782... 
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Security notification method in computer involves sending notification of security 
modification to central authority in response to determination of security 
modification to be notification event 
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Original Publication Data by Authority ArgentinaPublication No. ...Original 
Abstracts: sensitive decisions or actions have been or are attempting to be made by users 
of untrusted code executing in the trusted computing base. The mechanism may be 

implemented as an abstract class that is part of. class provides a framework abstract 

enough to permit multiple possible notifications (e.g., providing an e-mail to a system 
operator, sending an Simple Network Management Protocol (SNMP) alert, making an 
entry in an online database, or the like) in the event that a given action is taken by a user 
of untrusted code. The abstract class may provide a default notification, or the class 
may be extended to enable an authority to... Basic Derwent Week: 200578 



Dialog eLink: Order File History 

16/3,K/9 (Item 9 from file: 350) 

DIALOG(R)File 350: Derwent WPIX 

(c) 2009 Thomson Reuters. All rights reserved. 



0014981851 Drawing available 
WPI Acc no: 2005-329698/200534 
Related WPI Acc No: 2006-619365 
XRPX Acc No: N2005-269465 

Computer program product for detecting outbreak of computer virus, stores codes 
for comparing measurement parameter values indicating non- virus specific activity 
of computer system, number and size of e-mail messages, with threshold values 
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Computer program product for detecting outbreak of computer virus, stores codes 
for comparing measurement parameter values indicating non- virus specific activity 
of computer system, number and size of e-mail messages, with threshold values 
Original Titles :Computer virus detection Alerting Abstract ...NOVELTY - The 
program product stores codes to determine measurement parameters indicating non-virus 
specific activity of computer system, number of e-mail messages sent with identical 

message title period. The parameter values are compared with threshold values. The 

signal indicating outbreak of computer virus, is generated when measurement parameter 
values exceed preset threshold values. ... method of detecting outbreak of computer 

virus; and apparatus of detecting outbreak of computer virus USE - For detecting 

outbreak of computer virus in data processing system such as computer system 

ADVANTAGE - Enables detecting the computer virus outbreak accurately, hence 
reduces server workload. Improves security by preventing e-mail enabled viruses from 
e-mailing to the users.Title Terms .../Index Terms/Additional Words: VIRUS; Class 
Codes Original Publication Data by Authority ArgentinaPublication No. Original 
Abstracts: A computer virus outbreak is detected by comparing one or more 
measurement parameters determined over a measurement period against a threshold 

level Claims:program product embodied on a computer readable medium for 

detecting an outbreak of a computer virus on a computer system, said computer program 
product comprising :(i) measurement computer code operable to measure one or more 
measurement parameters indicative of non virus specific activity of said computer 
system over a respective measurement period;(ii) comparison computer code operable to 

compare said dependent upon a number of e-mails and a total of size values for said 

e-mails within a predetermined period; and(iii) signal generating computer code 
operable to generate a signal indicative of an outbreak of a computer virus if one or 
more of said one or more measurement parameters crosses a respective predetermined 
threshold level;wherein one of said measurement parameters... Basic Derwent Week: 
200534 
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Electronic-mail virus detection utility method, involves identifying electronic mail 
addresses and generating alert message indicating potential detection of computer 
virus in response to examination of outgoing message 
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Electronic-mail virus detection utility method, involves identifying electronic mail 
addresses and generating alert message indicating potential detection of computer 
virus in response to examination of outgoing message Original TitlesrE-mail virus 
detection utility Alerting Abstract ...to recipients of the outgoing message. An alert 
message indicating potential detection of a computer virus is generated in response to the 
examination of the outgoing electronic mail message. ... a program storage device 
readable by a programmable control device to perform an electronic-mail virus detection 
utility method a computer system an article comprising a computer readable storage 
medium storing instructions to cause a processor based system to perform an electronic- 
mail virus detection utility method USE - Used for detecting computer virus that 

replicate through an electronic mail ADVANTAGE - The method facilitates 

identifying electronic mail addresses and generating alert message indicating potential 
detection of computer virus in response to examination of outgoing message, thereby 
preventing a computer virus or other unauthorized programs from disabling the virus 
detection utility and eliminating all of the viruses that spread by sending electronic 

mail DESCRIPTION OF DRAWINGS - DESCRIPTION OF DRAWING - The 

drawing shows a flow diagram for a virus detection utility method. Title Terms .../Index 
Terms/Additional Words: VIRUS; Class Codes Original Publication Data by 
Authority ArgentinaPublication No. Original AbstractsrA method to detect a computer 



virus may be utilized by a virus detection routine which monitors electronic messages 
transmitted by an electronic mail (e-mail) application. Random numbers may be 
generated and associated with specific e-mail addresses in a distribution list or 
electronic address book. Each time the e-mail application transmits an electronic 
message, the virus routine may be invoked to inspect recipient addresses of the outgoing 
message. If the e-mail addresses corresponding to the random numbers match one or 
more of the recipient addresses, the virus routine may alert a user of potential virus 
activity. ...Claimsror more of the identified electronic mail addresses correspond to 
recipients of the outgoing electronic mail message; andgenerating an alert message 
indicating potential detection of a computer virus in response to the examination of the 
outgoing electronic mail message. Basic Derwent Week: 200454 
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Virus infected/spam e-mail detection method involves applying anti- virus and anti- 
spamming tests to e-mail, upon receiving e-mail prior of expiry of minimum delay 
period determined based on e-mail characteristics 
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Virus infected/spam e-mail detection method involves applying anti- virus and anti- 
spamming tests to e-mail, upon receiving e-mail prior of expiry of... Alerting 
Abstract ...mail is stored in a dirty mail store for a minimum delay period that is 
determined based on sender and recipient characteristics of e-mail. The anti- virus and 
anti-spamming tests are applied to the e-mail, upon receiving e-mail prior apparatus 



for detecting e-mail having unwanted properties; and computer program product for 

detecting e-mail having unwanted properties USE - For detecting unwanted 

properties such as computer virus and spams in e-mail messages received by e-mail 

server used for business and personal communication applications ADVANTAGE - 

The e-mails having computer virus and spam are efficiently detected, using simple 

method DESCRIPTION OF DRAWINGS - The figure shows the flowchart 

explaining the virus infected/spam e-mail detection method. Title Terms /Index 
Terms/Additional Words: VIRUS; Class Codes Original Publication Data by 
Authority ArgentinaPublication No. ...Original Abstractsrthe minimum delay period a 
check is made that the most up-to-date anti-virus and anti-spamming tests have been 
applied to the e-mail message. Characteristics that may be used to determine... 
...Claimsrat least one offender address;sender organization recipient address;recipient 
organization;attachment type; ande-mail message content type;determining a minimum 

delay period in dependence upon said one or more e-mail message characteristics 

more of unwanted properties;if said e-mail message does not have any of said one or 
more unwanted properties, then sending said e-mail message to said one or more 
recipients; andif said e-mail message does have... Basic Derwent Week: 200445 
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E-mail transmission method in desktop computer system, involves alerting mail 
sender regarding transmission of e-mail message, to allow authorization of message 
transmission 
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E-mail transmission method in desktop computer system, involves alerting mail 
sender regarding transmission of e-mail message, to allow authorization of message 
transmission Alerting Abstract ...NOVELTY - The method involves recognizing 

whether an e- mail message has a valid recipient address, after send function is initiated 
by a user or an unauthorized agent such as a virus, a Trojan horse or any other agent 

other than the owner of the mail source. The mail sender e-mail transmission 

apparatus; computer readable medium storing e-mail transmission program; and 
electronic message alert display. Original Publication Data by 

Authority ArgentinaPublication No. ...Claims:e-mail method, comprising: recognizing 
whether a complete electronic mail message having a valid recipient address is to be 
sent, after a send function has been initiated, from a sending side to a receiving side; 
alerting a system... 
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Unwanted e-mail transmission detection method in mail server, involves 
determining one e-mail message to be unwanted mail, when hash values associated 
with message match with hash values associated with prior e-mail messages 
Patent Assignee: MILLIGAN S D (MILL-I); MILLIKEN W C (MILL-I); STRAYER W 
T (STRA-I) 
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Unwanted e-mail transmission detection method in mail server, involves 
determining one e-mail message to be unwanted mail, when hash values associated 
with message match... Original Titles:Hash-based systems and methods for detecting 
and preventing transmission of unwanted e-mail Alerting Abstract ...NOVELTY - The 
hash values are generated based on multiple portions of received e-mail messages. One 
of the messages is determined to be potentially unwanted message, when the generated 

hash values associated with corresponding message match unwanted e-mail 

transmission detection system; and mail server USE - For detecting transmission 

of unwanted e-mail containing virus or worm, in mail server (claimed) and also 

detecting transmission of unsolicited commercial e-mail ADVANTAGE - The 

transmission of unwanted e-mails is detected more quickly and efficiently 

DESCRIPTION OF DRAWINGS - The figure shows a schematic diagram of the 

unwanted e-mail transmission detection system 100 unwanted e-mail transmission 

detection systemOriginal Publication Data by Authority ArgentinaPublication No. 
Original AbstractsrA system (120) detects transmission of potentially unwanted e- 
mail messages. The system (120) may receive e-mail messages and generate hash values 



based on... ClaimsrWhat is claimed is:l. A method for detecting transmission of 

potentially unwanted e-mail messages, comprising :receiving a plurality of e-mail 
messages generating hash values, as generated hash values, based on one or more 
portions of the plurality of e-mail messages;determining whether the generated hash 
values match hash values associated with prior e-mail messages; anddetermining that 
one... Basic Derwent Week: 200431 
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Virus protection method for computer, cleans infected incoming e-mail message if 
scanning detects virus in incoming e-mail message, and forwards cleaned e-mail 
message to remote e-mail sending server 
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Virus protection method for computer, cleans infected incoming e-mail message if 
scanning detects virus in incoming e-mail message, and forwards cleaned e-mail 
message to remote e-mail... Alerting Abstract ...NOVELTY - The method involves 
forwarding a clean incoming e- mail message to a remote e-mail sending server if a 
scanning fails to detect virus in the incoming e-mail message, cleaning the infected 
incoming e-mail message if the scanning detects virus in the incoming e-mail message, 

and forwarding the cleaned e-mail message to the computer configured to receive e- 

mail message addressed to a destination e-mail address from virus in an incoming e-mail 
message, stored software computer configured to receive e-mail message addressed 



to a destination e-mail address from virus in an incoming e-mail message 

ADVANTAGE - Prevents outbreak of virus while e-mail message is in transit before the 

e-mail message reaches the end a block diagram illustrating a system for a remote or 

network-based application service offering virus scanning of e-mail messages prior to the 
e-mail messages arriving at the destination... Title Terms /Index Terms/ Additional 
Words: VIRUS; Class Codes Original Publication Data by 

Authority ArgentinaPublication No. Original AbstractsrA system and method for a 
remote or network-based application service offering virus scanning, sniffing, or 
detecting of e-mail viruses prior to the e-mail messages arriving at the destination system 

or server are disclosed configured to receive an e-mail message addressed to a 

destination e-mail address from viruses in an incoming e-mail message. The method 
generally includes receiving the incoming e-mail message at a remote e-mail receiving 
server, scanning the e-mail message for virus, forwarding the e-mail message if it is 

clean to a remote e-mail sending includes a remote e-mail receiving server for 

receiving the incoming e-mail message, a virus-detection program for scanning the e- 
mail message for virus, a remote e-mail virus processing server for attempting to clean 

the infected e-mail message, and a remote e Claimsrconfigured to receive an e-mail 

message addressed to a destination e-mail address from virus in an incoming e-mail 
message, comprising:receiving the incoming e-mail message at a remote e-mail receiving 
server; scanning the incoming e-mail message for virus to determine that the incoming e- 
mail message is clean if the scanning fails to detect virus in the incoming e-mail message 
and to determine that the incoming e-mail message is infected if the scanning detects 
virus in the incoming e-mail message;forwarding the clean incoming e-mail message to a 
remote e-mail sending server if the scanning fails to detect virus in the e-mail 
message;attempting to clean the infected incoming e-mail message if the scanning 
detects virus in the incoming e-mail message to generate a cleaned e-mail message if 
said attempt to clean is successful;forwarding the cleaned e-mail message, if... Basic 
Derwent Week: 200426 
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Authentication service provider, has comparator that receives checksum and stored 
checksum from table to signal authentication, and result indicator that indicates 
when comparator produces successful authentication 
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Alerting Abstract ... are not available to a sender or a recipient. The pad characters 
effectively add an unknown variable to the checksum process, so that standard 
published checksum can be safely used. Encryption and authentication software from the 
client computer is not needed as the authentication... Original Publication Data by 
Authority ArgentinaPublication No. ...Claims: new checksum does not match the stored 
checksum;randomly generating a new pad character string;generating a new 
authentication identifier for the email message;adding the new pad character string to 
the email message to generate a new padded... Basic Derwent Week: 200375 
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Web server has virus control mechanism that invokes virus checker application to 
check for virus in requested web page or e-mail message 
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Web server has virus control mechanism that invokes virus checker application to 
check for virus in requested web page or e-mail message Original Titles: Web server 

apparatus for virus checking Web server apparatus and method for virus checking... 

...WEB SERVER APPARATUS AND METHOD FOR VIRUS CHECKING Web 



server apparatus and method for virus checking Web server apparatus and method for 

virus checking Alerting Abstract ...NOVELTY - A virus control mechanism invokes a 
virus checker application to check for a virus in requested web page or e-mail message. 
If the request information contains a virus, a web client is notified about the virus. 
...ADVANTAGE - Eliminates the need for installing virus checking software in web 
clients, since virus checker on a web server dynamically scans the incoming data when 
the server detects a virus, senders of viruses are notified, thus helping to inhibit 

proliferation of the virus OF DRAWINGS - The figure shows a flow diagram of a 

method performed by the file virus processing mechanism. Title Terms .../Index 
Terms/ Additional Words: VIRUS; Class Codes Original Publication Data by 
Authority ArgentinaPublication No. Original AbstractsrA web server computer system 
includes a virus checker and mechanisms for checking e-mails and their attachments, 
downloaded files, and web sites for possible viruses. The virus checker allows a web 
server to perform virus checking of different types of information real-time as the 
information is requested by a web client. In addition, a web client may also request that 
the server perform virus checking on a particular drive on the web client. If this case, the 
web server may receive information from the web client drive, scan the information for 
viruses, and inform the web client whether any viruses were found. In the alternative, the 
web server may download a client virus checker to the web client and cause the client 
virus checker to be run on the web client. The preferred embodiments thus eliminate the 

need for virus checking software to be installed on each web client A web server 

computer system includes a virus checker and mechanisms for checking e-mails and their 
attachments, downloaded files, and web sites for possible viruses. The virus checker 
allows a web server to perform virus checking of different types of information real-time 
as the information is requested by a web client. In addition, a web client may also request 
that the server perform virus checking on a particular drive on the web client. If this case, 
the web server may receive information from the web client drive, scan the information 
for viruses, and inform the web client whether any viruses were found. In the alternative, 
the web server may download a client virus checker to the web client and cause the client 
virus checker to be run on the web client. The preferred embodiments thus eliminate the 

need for virus checking software to be installed on each web client A web server 

computer system includes a virus checker and mechanisms for checking e-mails and their 
attachments, downloaded files, and web sites for possible viruses. When an e-mail 
message contains a detected virus, the message is discarded, and both the sender and 
recipient are informed via e-mail that the message contained a virus. When an e-mail 
attachment contains a detected virus, the attachment is deleted, and the e-mail message 
without the attachment is sent to the web client, along with a message explaining that the 
e-mail message had an attachment that was automatically deleted because it had a virus. 
When a downloaded file contains a virus, the downloaded file is deleted, and an error 
message is sent to the web client to inform the web client that the requested file had a 
virus. When a requested web site (i.e., Uniform Resource Locator (or URL)) has been 
labeled as a source for a known virus, a message is sent to the web client stating that a 
virus may have been downloaded from that URL. In addition, if the requested URL has 
not been labeled as a source for a known virus, but it contains links that have been so 

labeled, the web page is processed before user to identify those potentially dangerous 

links. In this manner a web server can perform virus checking of different types of 



information real-time as the information is requested by a web client. In addition, a web 
client may also request that the server perform virus checking on a particular drive on the 
web client. If this case, the web server may receive information from the web client drive, 
scan the information for viruses, and inform the web client whether any viruses were 
found. In the alternative, the web server may download a client virus checker to the web 
client and cause the client virus checker to be run on the web client. The preferred 
embodiments thus allow a virus checker on a web server to dynamically scan incoming 
data, and to scan web clients coupled to the web server, thereby eliminating the need for 

virus checking software to be installed on each web client A web server computer 

system includes a virus checker and mechanisms for checking e-mails and their 
attachments, downloaded files, and web sites for possible viruses. The virus checker 
allows a web server to perform virus checking of different types of information real-time 
as the information is requested by a web client. In addition, a web client may also request 
that the server perform virus checking on a particular drive on the web client. If this case, 
the web server may receive information from the web client drive, scan the information 
for viruses, and inform the web client whether any viruses were found. In the alternative, 
the web server may download a client virus checker to the web client and cause the client 
virus checker to be run on the web client. The preferred embodiments thus eliminate the 
need for virus checking software to be installed on each web client. ...Claimsrleast one 
processor;(B) a memory coupled to the at least one processor;(C) a virus checker 
application residing in the memory; and(D) a virus control mechanism residing in the 
memory and executed by the at least one processor, the virus control 
mechanism:determining whether a request for information from a web client to the web 
server computer apparatus requires virus checking;if the request for information does not 
require virus checking, sending the requested information to the web client;if the request 
requires virus checking, invoking the virus checker application to check the requested 
information for a virus;if the requested information contains a virus, notifying the web 
client that the requested information contains a virus ;if the requested information does 

not contain a virus, sending the requested information to the web client least one 

processors memory coupled to the at least one processors web page virus processing 
mechanism residing in the memory and executed by the at least one processor, the web 
page virus processing mechanism determining whether an address requested by a web 
client has been used previously to access a virus before delivering information at the 
requested address to a web client;an e-mail virus processing mechanism residing in the 
memory and executed by the at least one processor, the e-mail virus processing 
mechanism determining whether an e-mail message and any attachments to the e-mail 
message contain a virus before passing the e-mail message to a specified web client; 
anda file virus processing mechanism residing in the memory and executed by the at 
least one processor, the file virus processing mechanism determining whether a file 
requested by a web client contains a virus before delivering the requested file to the web 

client the memory;(E) a user list residing in the memory, the user list including user 

virus checking preferences for at least one user in the user list;(F) a web server for 

the plurality of web pages, the web server application including :(F1) a web page virus 
processing mechanism residing in the memory and executed by the processor, the web 
page virus processing mechanism determining whether an address requested by a web 
client has been used previously to access a virus before delivering information at the 



requested address to the web client;(F2) a file virus processing mechanism residing in the 
memory and executed by the processor, the file virus processing mechanism determining 
whether a file requested by a web client contains a virus before delivering the requested 

file to the web client;(G) an e-mail server application plurality of e-mail addresses, 

the e-mail server application including :(G1) an e-mail virus processing mechanism 
residing in the memory and executed by the processor, the e-mail virus processing 
mechanism determining whether an e-mail message and any attachments to the e-mail 
message contain a virus before passing the e-mail message to a specified web client;(H) a 
virus information database coupled to the processor that stores information regarding at 
least one virus that is used by the web page virus processing mechanism, the file virus 
processing mechanism, and the e-mail virus processing mechanism;(I) a mechanism that 
notifies at least one authority when a virus is detected; and(J) a mechanism that 
downloads a client version of a virus checker application to a web client and causes the 
client version of the virus checker application to be executed on the web client to check 
for viruses on the web client... least one processor;(B) a memory coupled to the at least 
one processor;(C) a virus checker application residing in the memory; and(D) a virus 
control mechanism residing in the memory and executed by the at least one processor, the 
virus control mechanism: determining whether a request for information from a web 
client to the web server computer apparatus requires virus checking;if the request for 
information does not require virus checking, sending the requested information to the 
web client;if the request requires virus checking, invoking the virus checker application 
to check the requested information for a virus; if the requested information contains a 
virus, notifying the web client that the requested information contains a virus;if the 
requested information does not contain a virus, sending the requested information to the 
web client. 
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Air conditioner service system detects abnormality in operating conditions with 
respect to current performance data and transmits corresponding customer and 
model data to mobile telephone through internet 
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Alerting Abstract ...ADVANTAGE - The system facilitates high speed transmission of 
maintenance information and responds quickly to abnormality detected in operation. 
Original Publication Data by Authority ArgentinaPublication No. ...Original 
Abstracts :the content of the anomaly and the customer information and device 
information associated with the operation information which was judged abnormal. ... 
... the content of the anomaly and the customer information and device information 

associated with the operation information which was judged abnormal the 

content of the anomaly and the customer information and device information associated 

with the operation information which was judged abnormal A service system 

which includes the monitoring center which has a customer database, an operation 

information database for storing information representing the content of the anomaly 

and customer and device information associated with the operation information which 

was judged abnormal A service system for air conditioner is provided which 

offers a total solution to a wide range of fields, from the customer relationship 

management covering individual representing the content of the anomaly and the 

customer information and device information associated with the operation information 
which was judged abnormal. >...Claims:said information is operable to display a 
location of installation of said air conditioner, time of said anomaly, a failure code 

indicating contents of said anomaly on a screen of said cellular phone the 

monitoring center checks the operation information for any anomaly of the air 
conditioners and, when it decides that an abnormal condition has occurred, 
transmits information representing a content of the anomaly, customer information 
and device... Basic Derwent Week: 200238 
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Internet facsimile apparatus, has facsimile transmitter that retransmits image data 
if mail transmitter transmits data to receiver but receiver does not actually receive 
data within preset period 
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Abstracts: section transmits image information using e-mail, a timer monitoring section 
starts the count of a timer. After starting the count, a received mail determining section 
determines whether or not a timeout occurs. Also, the received mail determining section 

determined whether an an abnormal end, a transmission selecting section instructs a 

FAX control section to transmit an image information file of the current job to a 
telephone number. Thereafter, the transmission selecting section instructs an... 
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Inoculating method for email infected with a virus detecting signature of known 
virus in data packets, determining whether email has associated attachment and 
altering bits of data packet associated with attachment to inoculate email 

Patent Assignee: NETRAKE CORP (NETR-N) 
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Inoculating method for email infected with a virus detecting signature of known 
virus in data packets, determining whether email has associated attachment and 
altering bits of data packet... Original Titles:Method and device for innoculating email 
infected with a virus Alerting Abstract ...NOVELTY - The method involves scanning 
data packets forming the traffic flow associated with an email. The signature of a known 
virus is detected in the data packets. It is determined whether there is an attachment 

associated with the CLAIMS are included for a network device for scanning and 

inoculating email infected with a virus ADVANTAGE - Detects email infected with 

a virus and inoculates the email. Ensures that any virus in attachment is destroyed... 
...OF DRAWINGS - The figure shows a method for inoculating email with an attachment 



infected with viruses. Title Terms .../Index Terms/Additional Words: VIRUS; Class 
Codes Original Publication Data by Authority ArgentinaPublication No. Original 
Abstracts: A method and device for detecting and inoculating emails infected with 
viruses are described. The method involves identifying a particular traffic and its 

associated data packets as an email session and If a match is found between the data 

packets and a signature of a known virus, it is determined if there is an attachment to the 

email. If an attachment is detected, some or all A system and method and device for 

detecting (506) and inoculating emails (512) infected with viruses precede 

permettant de detecter (506) et de rendre des courriers electroniques (512) infectes par 
des virus inoffensifs. Claims: 1. A method for inoculating email infected with a virus, 
the email being composed of data packets sent over a network and associated with a 
traffic flow in the network, the method comprising:scanning the data packets forming the 
traffic flow associated with the email;detecting the signature of a known virus in the 
data packets;determining whether there is an attachment associated with the email; 
andaltering bits of the data packet... 
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Anti-virus computer program file updating method using Internet, involves sending 
e-mail message with header tag indicating availability of updated anti-virus 
program file to user computer 
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Anti- virus computer program file updating method using Internet, involves sending 
e-mail message with header tag indicating availability of updated anti-virus 
program file to user computer Alerting Abstract ...NOVELTY - A header tag 
indicating the availability of the updated version of an anti-virus program file is 
embedded in an e-mail message, which is transmitted to a computer through a service 
provider. The computer automatically downloads the anti-virus program file from the 
FTP server (4), on reception of e-mail message. ... Anti-virus computer program file 

updating program; Anti- virus computer program file updating apparatus USE - For 

updating anti-virus computer program file through Internet using proxy server, firewall, 

gateway, etc ADVANTAGE - Computers at a high risk to be affected by viruses can 

be immediately triggered, to download the updated computer file automatically, without 

requiring administrative intervention DESCRIPTION OF DRAWINGS - The figure 

shows the anti-virus computer program file updating system.Title Terms .../Index 
Terms/Additional Words: VIRUS; Class Codes Original Publication Data by 
Authority ArgentinaPublication No. Original AbstractsrA computer file update 
triggering technique uses tags embedded within e-mail messages sent to connected 
computers to indicate the existence of an updated version of a computer file to those 

connected computers. The connected computers may then A computer file update 

triggering technique uses tags embedded within e-mail messages sent to connected 
computers to indicate the existence of an updated version of a computer file to those 
connected computers. The connected computers may then automatically download the 
updated version... Basic Derwent Week: 200227 
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Exception client notifying method for processing checks in banks, involves 
comparing presentment and payor check files and sending electronic mail to 



exception client to notify identified exception item 

Patent Assignee: KEENE A (KEEN-I) 
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...notifying method for processing checks in banks, involves comparing presentment 
and payor check files and sending electronic mail to exception client to notify 
identified exception item Alerting Abstract ... comparing payor and presentment files 
with one another to produce a list of exception or suspect items and by allowing the 
client to view the information through uniquely defined URL. Prevents fraud... Original 
Publication Data by Authority ArgentinaPublication No. ...Original Abstractsrto the 
exception item and generates an address for the Web file. The server further sends an 
exception client an e-mail which notifies the exception client of the exception item and 
provides the exception client with the address for the Web file. ...Claimsrcheck file with 
said payor check file thereby producing at least one exception item; and sending said 
exception client an e-mail notifying said exception client of said at least one exception 
item. 
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Electronic mail filtering method for data processing system, involves finding 
destination address and pass code from header of e-mail and checking whether 
found address and pass code matches with that of receiver's 
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Alerting Abstract ... advertisers, by enabling receiver to change pass code and 
preventing previously approved e-mail senders from further correspondence. Blocks 
unwanted mail from new spam agents without compromising system resources... 
Original Publication Data by Authority ArgentinaPublication No. ...Original 
Abstracts:a valid passcode associated with the destination e-mail address. If a valid 
passcode is detected, the e-mail is automatically sent to a receiver at the e-mail address. 
If an incorrect passcode is detected, the e-mail is automatically deleted at the server node 
and does not reach the... Basic Derwent Week: 200154 



Dialog eLink: O ck I ■ >., 1! -.to ■. 
16/3,K/23 (Item 23 from file: 350) 
DIAUOG(R)File 350: Derwent WPIX 
(c) 2009 Thomson Reuters. All rights reserved. 



0010846148 Drawing available 
WPI Acc no: 2001-464539/200150 
XRPX Acc No: N2001-344534 

Users classification system for electronic network e.g. Internet, has mail server 
which checks received e-mail in order to present only selected classes of e-mail to 
recipient 
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Abstracts: source previously selected by the user. If the email sender is not in a database 
file of acceptable sources of email, a test is performed to test the humanity of the source 
of the email... 
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Computer code for removing junk e-mail messages, directs processor to 
automatically generate e-mail message addressed to the reply e-mail address in 
response to selection of reply icon 
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Alerting Abstract ...e-mail client graphical user interface on the display. A code directs 
the processor to generate an e-mail message which includes a predetermined message 
indicating a request to remove the user e-mail address from the SPAM e-mail mailing... 
...in response to the selection of the reply icon. A code directs the processor to indicate in 
a log file that the e-mail message has been automatically sent. An INDEPENDENT 
CLAIM is also included for e-mail client program product for computer system pre- 
existing computer software. The system is time efficient and relatively cost efficient. The 
computer codes allow user to permanently remove unwanted e-mail messages from a 
distribution list ... Original Publication Data by Authority ArgentinaPublication No. 
... Claims rresponse to the selection of the reply icon; andcode that directs the processor to 
indicate in a log file that the e-mail message has been automatically sent.>Basic 
Derwent Week: 200124 



Dialog eLink: Order File History 
16/3,K/25 (Item 25 from file: 350) 
DIALOG(R)File 350: Derwent WPIX 
(c) 2009 Thomson Reuters. All rights reserved. 



0010610210 Drawing available 
WPI Acc no: 2001-216132/200122 
XRPX Acc No: N2003-651326 

E-mail security system for preventing divulgement of company secrets, checks 
whether e-mail violates security or being infected with computer viruses, to set flag 
for preventing reading of e-mail at receiving side accordingly 
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...divulgement of company secrets, checks whether e-mail violates security or being 
infected with computer viruses, to set flag for preventing reading of e-mail at 
receiving side accordingly Alerting Abstract ...214) checks whether the e-mail sent by 



a mail sender (200) violates security. A virus checking and curing unit (216) checks 
whether the main body and attached file of the e-mail are infected with computer viruses. 
A flag is set to prevent a mail receiver (240) from reading the e-mail, if the e-mail 
violates security and being infected with computer viruses. ...ADVANTAGE - The 
divulgement of company secrets to competitor company and spreading of computer 

viruses through e- mail are prevented efficiently 216 virus checking and curing 

unit... Title Terms .../Index Terms/ Additional Words: VIRUS; Class Codes Original 
Publication Data by Authority ArgentinaPublication No. ...Original Abstracts: mail code 
assigning and mail separating unit, a database, a security violation checking unit, a virus 
checking and curing unit, and a mail sending unit; and the reception server has a CGI 

operating unit. The prevent a mail receiver from reading the email if the email 

violates the security. The virus checking and curing unit checks whether the main body 
and the attached file are infected with computer viruses, and sets the flag to prevent the 
mail receiver from reading the email if the main body and the attached file are infected 

with the computer viruses mail code assigning and mail separating unit, a database, 

a security violation checking unit, a virus checking and curing unit, and a mail sending 
unit; and the reception server has a CGI operating unit. The security violation checking 

unit checks prevent a mail receiver from reading the email if the email violates the 

security. The virus checking and curing unit checks whether the main body and the 
attached file are infected with computer viruses, and sets the flag to prevent the mail 
receiver from reading the email if the main body and the attached file are infected with 

the computer viruses de controle des violations de la securite, une unite de 

detection et de nettoyage des virus, et une unite d'envoi de messages. Le serveur de 
reception comprend une unite d'exploitation CGI. L'unite de controle des violations de la 

securite verifie si le destinataire de ne pas lire le message. L'unite de detection et de 

nettoyage des virus verifie si le message principal et le fichier annexe sont infectes par 
des virus informatiques, auquel cas elle met en place la balise pour prevenir le 
destinataire de ne pas lire le message. ...Claims:mail sender violates security, setting a 
flag to prevent a mail receiver from reading the email if the email violates the security, 
and informing a security computer of the security violation, a virus checking and curing 
unit for checking whether or not the main body and the attached file are infected with 
computer viruses, and setting the flag to prevent the mail receiver from reading the email 
if the main body and the attached file are infected with computer viruses, and a mail 
sending unit for sending a subject of the email, the mail sender's mail identification 
(ID), the mail receiver's mail ID, and a transmission mail code, accompanied with a 
Common Gateway Interface (CGI) or LINK for enabling the mail receiver to confirm 
the main body and the attached file; and (b) a reception server comprised... Basic 
Derwent Week: 200122 
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Computer virus warning searching and treating system using electronic mail, has 
vaccine service server to transmit warning about virus and vaccine program to 
client computer through internet to remove computer virus 
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ing searching and treating system using electronic mail, has vaccine service server to 
transmit warning about virus and vaccine program to client computer through 
internet to remove computer virus Original TitlesrSYSTEM AND METHOD FOR 
EXECUTING ALARMING, RETRIEVAL AND TREATMENT CONCERNING 
COMPUTER VIRUS BY USING ELECTRONIC MAIL Alerting Abstract 
...NOVELTY - A client computer (10) and vaccine service server (13) are connected to 
internet (20). Electronic mail is transmitted to client computer in order to warn about 
the computer virus by mail server. The server stimulates a vaccine program and transmits 
it to client computer to remove the computer virus. DESCRIPTION - An 
INDEPENDENT CLAIM is also included for the computer virus warning searching and 

treating procedure USE - In client server network for warning client about computer 

virus and to create searched virus by vaccine service through electronic mail. ... 
...ADVANTAGE - As the warning mail searches and removes computer virus on the day 
the virus is activated, client computer is effectively protected even when the client does 
not know the virus activated day Title Terms .../Index Terms/Additional Words: 
VIRUS; Class Codes ... Basic Derwent Week: 200101... 
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Real time computer monitoring method for manufacturing processes e.g. pick and 
place of components onto circuit board by indicating when count of defect 
occurrences exceeds database stored threshold 
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Alerting Abstract ...where it is maintained .When defect thresholds have been exceeded, 
a pager is initiated to alert technicians and sends e- mails using Microsoft exchange 
(210) to appropriate individuals as defined by the alert applications (202). 
...ADVANTAGE - The method identifies unacceptable levels of a manufacturing 
process on a real time basis, tracks defects to work centers,initiates contact with 
appropriate personnel... Basic Derwent Week: 200064 
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Cryptographic identity assigning method for bi-directional, anonymous electronic 
transactions 
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...temperature sensor 13, a pressure sensor 14, and an air velocity sensor 15. When the 
operation is judged abnormal an electronic mail is transmitted for informing a user of 
abnormality occurrence to an external apparatus 2 (addresses are previously stored) 
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ABSTRACT 

...required for transmission/reception such as an electronic mail address and to check a 
computer virus or the like in a stage before the electronic mail reaches a recipient. 

SOLUTION: In this electronic mail information management method, electronic mail 

information sent/received is analyzed to detect items consisting of the electronic mail 

information (step si), an electronic mail address and a electronic mail information 

(step s2). Furthermore, processing in response to the item such as a virus check is applied 
to the items consisting of the electronic mail information (a main text... DiOl 
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PROBLEM TO BE SOLVED: To prevent a virus from spreading by automatically 
informing a s specific user of virus infection if the virus infection is detected. 

SOLUTION: On an electronic mail server 101, a mail sent from an electronic mail 

client 102 is received by an electronic mail protocol front-end 111 and a virus check 
function 112 makes a virus check. The mail which is not infected is stored in a mail box 
1 13. If the mail is infected with a virus, the virus check function 1 12 detects it and 
informs a virus detection informing function 1 14 of the detection of the virus infection. 
The virus detection informing function 114 discards the infected mail and sends a report 
on the virus detection to the electronic mail client 102 as the transmission source of the 
electronic mail and an electronic mail administrator terminal 103 through the electronic 
mail protocol front-end 111. 
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PROBLEM TO BE SOLVED: To attain efficient security of a network to perform 
mutual communication among plural LANs by performing transmission from a repeater 
on the side of transmission while previously adding access detection information and an 
access detection program. 

SOLUTION: When transmitted electronic mail is inputted from a LAN la to the 
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detecting function adding part 24a adds the stored access detection program... 
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ABSTRACT 

PURPOSE: To reduce burden on the user of electronic mail and to improve safety and 
reliability by supplying suitable information concerning the handled result of its own 

transmitted electronic transmitted to the reception terminal equipment 12 is read or 

not. The reception terminal 12 informs the transmission terminal equipment 1 1 that the 
electronic mail is read. DiOl 
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Specification 

...105 is designated as a recipient on encrypted messages in order to apply 
access, content, virus, and other policies on the message. Plain 
text access policies can also be used to... 

...a signed notification to the sender of a message as a way of providing 
the sender with the e-mail firewall 105's public key. 
Default action policies indicate the action to be taken on messages 
that are not encrypted and will not be... 
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...algorithms and data' structures used by e-mail programs make it 
difficult to develop anti- virus programs that prevent the spread of 
viruses in e-mail attachments. 

It is an important... 
...computers. Many virus detection programs, for example, do not scan 
outgoing e-mail messages for viruses, thus allowing the potential 



spread of a virus to other computers. Commonly used anti- 
virus program do not scan draft e-mail messages that are 
created but not sent (i.e., an e-mail message 
created and stored for later editing and/or sending). 
Virus detection software directed to e-mail may 

only scan certain e-mail attachments on the happening of certain determined 
events. Thus, there is a need to detect viruses at any and every 
time a virus possibly may enter or spread within an e-mail system. 

Several products claim to scan for viruses in attached e-mail 
files. For example, "ScanMail for cc:Mail" distributed by Trend Micro... 
...type software that replaces the original post office with its own proxy 
post office (where virus checking takes place) and routes clean 
e-mail to the original e-mail post office after virus checking. 
Thus, e-mails received from outside the network are first scanned prior to 
entry... 

...system post office. (ScanMail is said to protect an internal LAN by 
intercepting and isolating viruses at the cc:Mail Post Office before 
the virus reaches a workstation.) However, this architecture does 
not enable the scanning of Intranet e-mail... 

...internally never reach the proxy post office and so are never scanned. 

Accordingly, users may transmit viruses via e- 

mail internally within the organization. ScanMail is incapable of 

detecting viruses in e-mail attachments that originate within 

and stay within a LAN. 

Another product that... 
...Virus Wall distributed by Trend Micro Devices, Inc.. When installed on a 
UNIX Internet gateway, InterScan Virus Wall is intended to intercept 
and scan e-mail attachments, FTP transfers, World Wide Web... 
...peer network or wide area network. Further, the agent program can be 
integrated into or created as part of other programs, such as 
network operating systems, e-mail programs and/or 
virus detection programs. 

The network 100 comprises a server 20, a plurality of personal 
computers (PC) 10... 
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Specification 

...drug dispensing is aborted 291. Otherwise, the drug is dispensed and 
verified with a bar code reader 288. If an improper drug was 
dispensed, the technician is notified to abort the process as a system 
failure... 

...agent can be notified by the RCD system of an incorrect dispense is 
shown. Electronic notification can take the form of a fax, 
email, file transfer, pager notification, or any other 
electronic transfer protocol. If verification is positive, a label is 
printed and... 
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Specification 

...the meeting with all invitees if no conflict was found. Preference 
directive "text(underscore)mail" indicates that the user prefers to 
send e-mail messages in text format. Other examples of 
directive functionality include perform security checks on the e-mail 
message such as authenticating the message sender, outgoing message 
recipients, or doing a virus scan; update the schedule information 
database for all affected individuals and resources for new or... 
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Specification 

...the connection to remain unhindered. Other prescribed actions may 
include logging information to a database, sending an e- 
mail message, raising an alert in a pre-established manner, 
or diverting the data content of the connection to a... 

...can determine whether the connection should be maintained by referencing 
other data, such as anti- virus rules or one or more control lists. 
If in the decision step 100 it is... 



Specification 

...the connection to remain unhindered. Other prescribed actions may 
include logging information to a database, sending an e- 
mail message, raising an alert In a pre-established manner, 
or diverting the data content of the connection to a... 

...can determine whether the connection should be maintained by referencing 
other data, such as anti- virus rules or one or more control lists. 
If in the decision step 100 it is... 
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Specification 

...thus constituted facsimile machine and printing machine, as a 
notification e-mail address can be identified from received data, 
the result can be notified by e-mail in both cases 
where the result of facsimile transmission or a printing 
process is normal and abnormal. The one who requests a 
transmission process or a printing process can know the result. ..of the 
printing process is detected (St 84) and it is checked if the printing 
process has been terminated abnormally (St 85). When 
abnormal termination of the printing process is confirmed, a 
message indicating abnormality is notified to the notification 
e-mail address registered in the return address table Tl (St 86). If it is 
not abnormal, an alarm message is not sent. 

According to the third embodiment, as described above, the e- 
mail address to which a process result is to be notified can 
be find out directly from the received print data and the result of the... 



Specification 

...of the printing process is detected (St 84) and it is checked if the 
printing process has been terminated abnormally (St 85). When 
abnormal termination of the printing process is confirmed, a 
message indicating abnormality is notified to the notification 
e-mail address registered in the return address table Tl (St 86). If it is 
not abnormal, an alarm message is not sent. 

According to the third embodiment, as described above, the e- 
mail address to which a process result is to be notified can 
be find out directly from the received print data and the result of the... 



Claims 

...of a transmission process performed on said facsimile data has been 
terminated properly; and 



said notification means sends a message indicating proper 
termination of said transmission process to said e- 
mail address of said notification destination node when 
proper termination is detected. 

3. The facsimile machine 

according to claim 1, wherein said detection means detects that a process 
result of a transmission process performed on said facsimile data is 
abnormal; and 

said 

notification means sends a message indicating said 

transmission process being abnormal to said e-mail 

address of said notification destination node when an abnormality is 

detected. 

4. The facsimile machine according to claim 1, 
comprising: 

means for accumulating plural pieces of... 
...of a transmission process performed on said facsimile data has been 
terminated properly; and 



said notification means sends a message indicating proper 
termination of said transmission process to said e- 
mail address of said notification destination node when 
proper termination is detected. 

3. A facsimile machine 
according to claim 1 or 2, wherein said detection means is... 
...process result of a transmission process performed on said facsimile 
data is abnormal; and 



said notification means sends a message indicating said 

transmission process being abnormal to said e-mail 

address of said notification destination node when an abnormality is 

detected. 

4. A facsimile machine according to claim 1, 2 
or 3, comprising: 
means for accumulating... 



Claims 

...of a transmission process performed on said facsimile data has been 
terminated properly; and 



said notification means (30) sends a message 
indicating proper termination of said transmission process to 
said e-mail address of said notification destination 
node (12, 13) when proper termination is detected. 
3. A 

facsimile machine according to... 

...process result of a transmission process performed on said facsimile 
data is abnormal; and 



said notification means (30) sends a message 

indicating said transmission process being 

abnormal to said e-mail address of said 

notification destination node (12, 13) when an abnormality is 

detected. 

4. A facsimile machine according to... 
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Detailed Description 

...dictate that other actions apply as well, such as logging a security event and/or 
sending an urgent electronic mail message notifying appropriate personnel of 
the event. 

Security professionals consider firewalls to be essential in the protection an 

enterprise's private network or virtual private network from access by 
unauthorized personnel or "hackers." Like any security measure, however, 
firewalls are not foolproof Firewalls focus on the "front door... e., NOT All 
Modems group. This rule will move any unknown modem operating ith an 
unacceptable modem software/system to the Insecure Modem group. 



wi 

Rule 1 0. 



1 5 This rule states in the All Modems group, on which the "Tuf-Nut" 

software/system has been successfully identified, to the Unauthorized Modem 
group, generate an email and log the event". Note that the T preceding "All 
Modems" means "NOT" i.e... 
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...s may be determined in accordance with a first selected mixed integer 
program. An electrical signal may thereafter be generated for receipt by the 
computer memory corresponding to a set of logical self-healing rings... 
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...intranet 
5 

alerts can also be sent to the computer system IO via anonymous electronic 
transmission. 

Should the author of the e-mail specify that the e-mail containing the security 
alert is to be sent anonymously, an e-mail logic routine will strip or modify any 
headers identifying the source of the e-mail before delivery to the system IO. 

Security alerts can to detect certain activities, such as the downloading of 

pornography, suspicious financial transfers, and the hacking of a computer 
system. Upon the detection of an incident, the detection device will configure... 
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...drug dispensing is aborted 291. Otherwise, the ding is dispensed and verified 
with a bar code reader 288. If an improper drug was dispensed, the technician is 

notified to abort the process as a system failure agent can be notified by the 

RCD system of an incorrect dispense is shown. Electronic notification can take 
the form of a fax, email, file transfer, pager notification, or any other electronic 
transfer protocol. If verification is positive, a label is printed and... 
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...legend, current state of the dynamic content (e.g., polls, schedules) or names of 
participants identified in the electronic form (e.g., electronic form 100). 

Initially, the property set is encoded to support the e-mail protocol transmitting 
the request (step I 00 1) to the server 6. In one configuration, the string ... 
...characters may be stripped and substituted with an escape character (e.g., "%") 
and ASCII hex code values for the illegal character values. 

The property set is then compressed using standard text compression techniques 
(step 1002... 
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...unwanted email. Unauthorized email may also be sent by unscrupulous 
persons who may enclose a virus or noxious software agent in the email which 

can infect the user's computer system or senders ("spammers"). Such 

conventional spam control software functions on the basis of receiving all email 
as authorized unless a sender is identified as being on the exclusion list and the 
email can be filtered out. This approach is only as good as the identifying list 
and... 
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...recorded audio file is acceptable. If either the quality or content of the recorded 
audio file is not acceptable, the recorded audio file is not stored and the user is 
sent an e-mail or other form of notification, at the step 132, that the recorded 
audio file was found not acceptable. If the recorded audio file was found not 
acceptable, the process then ends at the step 134. 

If both the quality and content of the recorded... 
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...Cognex internal use only. The information provided here is subject to change vAthout 
notice. Do not circulate without proper authorization from the program manager. 
Please report any bugs, problems, or concerns about the hardware, software, or 
documentation to Tom Baker at the Portland office by internal email. 

roCGMXIn"S! ht.: 

44 A I* Intro: Overview 

These topics offer introductory information about... 
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...and off, however. A substantially uniform book hierarchy is provided for messages 
received and messages sent, e-mail accounts, and certificates available to the 
subscriber. A warning of ible virus contamination of attachments to a message is 
provided. Dual naming capabil 
possi 1 1 1... 
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...case the attacker uses the legitimate user's machine for 

something else; e.g. to send an E-mail.) 
A particular advantage of the "identification virus" 

approach is that it is typically attached to an existing 

program and is not detectable as "unusable" (and 

reversing same when one attempts to read it) and the like. 

A virus might be non-executing unless queried or except 
under other restricted circumstances. 

Additionally, such "cookies... 
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...the remote computing system of the. reportedly anomalous element on the 
ADC device platform by generating and sending the remote computing 
system an electronic mail message that identifies a reported anomaly. 

5 The system of claim I wherein the diagnostic analysis unit also 

suggests a recommended course of action to restore the reportedly anomalous 
element to proper operation. 

6 The system of claim 1, further comprising: 

a web browser in the remote computing... the remote computing system of a 
reportedly anomalous element 

on the ADC device platform by generating and sending the remote 
computing system an electronic mail message that identifies the unreported 
anomaly. 



34 The method of claim 3 1, further comprising: 

providing a recommended course of action to restore the reportedly 
anomalous element to proper operation. 

35 The method of claim 3 1, further comprising: 
selecting a document from a diagnostic... 
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...dictate that other actions may apply as well, such as logging the event 
and/or sending an urgent electronic mail message notifying appropriate 
personnel of the event. 

Security professionals consider firewalls to be essential in the protection... 
...s private network or virtual private network from access to computers by 
unauthorized personnel or "hackers." Like any security measure, however, 
firewalls are not foolproof. Firewalls provide no protection for traffic... 
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